Many households in developing countries lack formal financial histories, making it difficult for banks to extend loans, and for potential borrowers to receive them. However, many of these households have mobile phones, which generate rich data about behavior. This paper shows that behavioral signatures in mobile phone data predict loan default. We evaluate our approach using call records matched to lending outcomes in a middle income South American country. Individuals in the highest quartile of risk by our measure are 7.4 times more likely to default than those in the lowest quartile. The method is predictive for both individuals with financial histories, and those without, who cannot be scored using traditional methods.
INTRODUCTION
Many studies have found that small firms in developing countries have access to opportunities with high returns that, puzzlingly, remain untapped (De Mel, McKenzie, & Woodruff, 2008;  A. V. . One reason these opportunities may remain untapped is if potential lenders have difficulty identifying the investments that will be profitable.
Developing country banks that would lend to poor consumers and small firms face several particular challenges. In developed countries, banks have access to robust information on borrower reputation through credit bureaus, which aggregate information on an individual's historical management of credit. The credit bureau model has been copied in many developing countries (de Janvry, McIntosh, & Sadoulet, 2010; Luoto, McIntosh, & Wydick, 2007) , but many remain sparse: few households in developing countries interact with the formal institutions that generate the necessary data. As a result, lenders have very little formal information on potential borrowers. This is particularly problematic, as developing country banks that would lend to small or informal businesses may have little recourse if a borrower were to default: borrowers have little in the way of collateral, and systems for legal enforcement are limited.
Traditional microfinance has presented one solution to the repayment problem, relying on community members to aid in selection and monitoring of loans. 3 However, it is not clear that the investments currently selected by microfinance have led to transformative effects for borrowers (A. Banerjee, Duflo, Kinnan, & Glennerster, 2014; A. Banerjee, Karlan, & Zinman, 2015; Karlan & Zinman, 2011) . This paper evaluates a new method to identify profitable investments, using information on potential borrowers that is already being collected by mobile phone networks.
Although unbanked households lack the formal records needed for traditional credit scores, many have maintained a rich history of interaction with a formal institution over an extended period of time-3 Some researchers have also explored using the limited information already available to banks to identify borrowers; for example, (Schreiner, 2004) finds simple characteristics can complement the judgment of loan officers. their mobile phone activity, recorded by their operator. In 2011, there were 4.5 billion mobile phone accounts in developing countries (ITU, 2011) . Operator records are already being collected at close to zero cost, and can yield rich information about individuals, including mobility, consumption, and social networks (Blumenstock, Cadamuro, & On, 2015; Gonzalez, Hidalgo, & Barabasi, 2008; Lu, Wetter, Bharti, Tatem, & Bengtsson, 2013; Onnela et al., 2007; Palla, Barabási, & Vicsek, 2007; Soto, Frias-Martinez, Virseda, & Frias-Martinez, 2011) . If indicators derived from this data are also predictive of creditworthiness, they may help banks identify profitable opportunities.
There are many straightforward indicators of behavior that are plausibly related to loan repayment.
For example, a responsible borrower may keep their phone topped up to a minimum threshold so they have credit in case of emergency, whereas one prone to default may allow it to run out and depend on others to call them. Or, an individual whose calls to others are returned may have stronger social connections that allow them to better follow through on entrepreneurial opportunities. Björkegren (2010) proposed using these types of behavior to predict repayment, and this insight has since started to be used in industry, but this is the first paper to describe it in full and evaluate its performance. 4
This paper demonstrates that indicators of behavior derived from mobile phone transaction records are predictive of loan repayment. From raw transaction records, we extract approximately 5,500 behavioral indicators that have some intuitive link to repayment. Our approach thus differs from Blumenstock et al. (2015) , who generate behavioral indicators from similar data with a data mining approach that is agnostic towards the outcome variable. Like an earlier draft of this paper (Bjorkegren & Grissen, 2015) , we tailor our approach towards indicators intuitively linked to repayment, as implementation partners can be wary of 'black box' methods, and indicators with a theoretical link are more likely to have a stable relationship to repayment. 4 The only paper of which we are aware is an earlier, working paper version of this paper (Bjorkegren & Grissen, 2015) , which was publicized on NPR (Vedantam & Greene, 2015) . Pedro, Proserpio, and Oliver (2015) find that after a loan is taken out, defaulters have different calling behavior, but do not answer whether calling behavior prior to a loan can predict subsequent default. Several companies use methods similar to ours.
Mobile telecoms already possess the data to score applicants. We test the approach with data from a telecom in a middle income South American country. The telecom is transitioning subscribers from prepaid to postpaid plans, which entails an extension of credit. This country has a credit bureau, and 85% of applicants have a file, though as in many emerging markets these files can be sparse. Crucially, in this exploratory phase the telecom extended credit permissively, with only minimal fraud checks, so that we observe outcomes for the full population of individuals who might conceivably qualify. We observe each applicant's mobile phone transaction history prior to the extension of credit, and whether the credit was repaid on time. We predict who among these individuals ended up repaying their loan, based on how they used their mobile phones before taking a loan, in a retrospective analysis. Individuals in the highest quartile of risk by our measure are 7.4 times more likely to default than those in the lowest quartile. Our method is predictive for both banked and unbanked consumers. For unbanked consumers, who cannot be scored using traditional methods, we obtain an area under the receiver operating characteristic curve (AUC) of 0.77. For our sample of formally banked but thin file consumers, we can compare our performance to an industry benchmark: our best model obtains an AUC of 0.76, while models trained on credit bureau information obtain 0.60. We find that information gathered by the bureau is only slightly complementary to that in our indicators (performance increases from 0.76 to 0.77 when bureau information is added). In a suggestive test, our models also perform no worse than bureau models in this population when estimated and tested on different time periods.
We also envision several avenues through which independent lenders could access the necessary data. Transaction data can be gathered independently from a smartphone app, which scores borrowers and deliver loans; alternately, telecoms could produce credit scores and sell them through bureaus, or directly to lenders.
Our results have important implications for financial inclusion. While traditional approaches to improving access to finance in the developing world have focused on replicating institutions from wealthier societies such as bank branches and credit bureaus (World Bank, 2014), it has become widely recognized that modern developing societies have new tools at their disposal. Mobile phones provide widespread access to digital services, and the increasing prevalence of mobile money enables low cost financial transfers. Our findings suggest that nuances captured in the use of mobile phones themselves have the potential to alleviate information asymmetries, and thus can form the basis of new forms of low cost lending. These tools together enable a new ecosystem of digital financial services, which may reshape access to finance in the developing world.
CONTEXT AND DATA
The primary organizational partner is EFL (Entrepreneurial Finance Lab), which works on alternative credit scoring methods in developing and emerging markets, with an emphasis on the underbanked. 5 EFL identified a partner that was interested in exploring alternate methods of assessing creditworthiness.
As a side effect of operation, telecoms already gather rich information about subscribers' transactions, and thus could implement our method. We consider one particular application. As consumers in emerging economies have become wealthier, many telecoms have begun transitioning their subscribers from prepaid plans to postpaid subscriptions. However, postpaid plans expose the telecom to the risk that a subscriber may run up a bill that they do not pay back. In developed countries, many telecoms check subscribers' credit bureau files before granting a postpaid account. However, in lower income countries these files are often thin, or nonexistent. We worked with a telecom in a middle income South American country, with GDP per capita of approximately $6,000, that wanted to manage these risks among its prepaid subscribers. 6 This subset of subscribers tends to have sparse formal financial histories. It was considering predicting default using either traditional bureau data or our alternative method. As a first step, the telecom offered a set of subscribers the chance to switch to a postpaid plan with lower rates, and recorded who 6 among these subscribers paid their bills on time. Because the telecom wanted to learn about the risks of transitioning different types of users in this initial exploration, it was permissive in allowing customers to transition, and screened using only minimal fraud checks. If a subscriber did not pay their postpaid bill, their service was paused until it was paid, upon which point they were then transitioned back to a prepaid account. 7
For each subscriber, they pulled mobile phone transaction records, including metadata for each call and SMS, with identifiers for the other party, time stamps, tower locations, and durations. The data does not include information on the content of any communication.
In this setting, many subscribers also had formal financial histories maintained at the credit bureau;
the telecom also pulled these records. Bureau records include a snapshot of the number of entities reporting, number of negative reports, balances in different accounts (including consumer revolving, consumer nonrevolving, mortgage, corporate, and tax debt), and balances in different states of payment (normal, past due, written off). It also includes the monthly history of debt payment over the past 2 years (no record, all normal, some nonpayment, significant defaults).
We aim to predict default based on the information available at the time a loan was granted, so we include only mobile phone transactions that precede the loan date. Descriptive statistics for the sample are presented in Table 1 . Although 85% have a file at the credit bureau, many of these files are thin: 59% have at least one entity currently reporting an account, 31% have at least two, and only 16% have at least three. 7 Because the telecom could pause service, the loan could be thought of as one with the subscriber's phone number held as collateral. However, that collateral is limited, as subscribers could open a new prepaid account with a new phone number. 
METHOD
Our goal is to predict the likelihood of repayment using behavioral features derived from mobile phone usage. We consider a sample of completed loans, and consider whether information that was available at the time of a loan could have predicted its repayment. Because this sample of individuals did obtain credit, risk is reported among those who received credit based on the selection criteria at the time.
The telecom applied only minimal screening in offering the postpaid transition, so that we observe outcomes for the full sample of people to which the firm would conceivably consider extending credit.
The loan data provides an indicator for whether a particular borrower repaid their obligation (we use our partner's definition, 15 days past due). From the phone data we derive various features that may be associated with repayment. In a similar exercise, Blumenstock et al. (2015) generate features from mobile phone data using an exhaustive, data mining approach that is agnostic about the outcome variable.
Our approach is instead tailored to one outcome, repayment. As in Björkegren and Grissen (2015) , we extract a set of objects that may have an intuitive relationship to repayment, and then compute features that summarize these objects. We focus on features with an intuitive relationship because implementation partners can be wary of 'black box' methods, and indicators that have a theoretical link are more likely to have a stable relationship to the outcome of interest.
Phone usage captures many behaviors that have some intuitive link to repayment. A phone account is a financial account, and captures a slice of a person's expenditure. Most of our indicators measure patterns in how balances and expenses are managed, such as variation, slope, and periodicity. In particular, individuals with different income streams are likely to have different periodicities in balances and expenditure (formal workers may be paid on the first of the month; vendors may be paid on market days). We also capture nuances of behavior that may be indirectly linked to repayment, including usage on workdays and holidays, and patterns of geographic mobility. Although social network measures may be predictive, we include only basic social network measures that do not rely on the other party's identity (degree, and the distribution of transactions across contacts), as we are hesitant to suggest that a person's lending prospects should be affected by their contacts. While many traditional credit scoring models aim to uncover a person's fixed type (whether the person is generally a responsible borrower), the high frequency behavior we capture may also pick up features specific to the time when a loan is applied for (a person may be likely to repay this loan, even if they are not generally responsible). Our process has three steps:
First, we identify atomic events observed in the data, each represented as a tuple (i, t, e, X iet ),
where i represents an individual, t represents the timestamp, e represents an event type, and X iet represents a vector of associated characteristics. Event types include transactions (call, SMS, or data use), device switches, and geographic movement (coordinates of current tower). Characteristics derived from the raw transaction data include variables capturing socioeconomics (the handset model, the country of the recipient) and timing (time until the loan is granted, day of the week, time of day, whether it was a holiday).
Second, for each individual i, event type e, and characteristic k, we compute a vector with the sum of events of each potential value of the characteristic:
This generates, for example, the count of calls by time of day, the number of minutes spoken with each contact, and the number of SMS sent from each geographic location.
Finally, for each vector we compute a set of summary statistics. For sequences, these include measures of centrality (mean, median, quantiles), dispersion (standard deviation, interquantile ranges), and for ordinal sequences, change (slope) and periodicity (autocorrelation of various lags, and fundamental frequencies). For counts by category, we compute the fraction in each category and overall dispersion (Herfindahl-Hirschman Index). For geographic coordinates, we compute the maximum distance between any two points, and the distance from the centroid to several points of interest. We also compute statistics that summarize pairs of sequences, including correlations, ratios, and lagged correlations (e.g., the correlation of minutes spoken with the previous day's SMS).
These three steps generate various quantifications of the intuitive features presented (including patterns of communication and spending, as well as strength and diversity of contacts) as well as other measures (intensity and distribution of usage over space and time, mobility, the pattern of handset use).
For each feature, we also add an indicator for whether that individual is missing that feature. Altogether, in each setting we extract approximately 5,500 features with variation.
RESULTS
A first question is how individual features correlate with default. 
Predicting Repayment
We next use multiple features together to predict repayment. We estimate random forests, and logistic regressions using a model selection procedure (stepwise search using the Bayesian Information Criterion). 8 All performance estimates reported are out of sample.
check, we consider how well the best model separates low and high risk borrowers, focusing on logistic regression. Figure 1 shows how the default rate varies with the fraction of borrowers accepted (where borrowers with lowest predicted default are accepted first). Individuals with the highest 25% of risk scores are 7.4 times more likely to default than those with the lowest 25%.
Figure 1: Default Rate by Proportion of Borrowers Accepted
South American sample with phone indicators and stepwise logistic regression. Line shows mean, and ribbon standard deviation, of results from multiple fold draws.
Figure 2: Receiver Operating Characteristic Curve
South American sample with stepwise logistic regression. Line shows mean, and ribbon standard deviation, of results from multiple fold draws. The receiver operating characteristic curve (ROC) plots the true positive rate of a classifier against the false positive rate; the area under this curve (AUC) is a summary of its performance. A naïve classifier would generate an AUC of 0.5 and a perfect classifier would generate an AUC of 1.0. Figure 2 illustrates the ROC for the best benchmark model and the best model using indicators derived from phone data (stepwise logistic). We show results for a variety of specifications in Table 3 , measuring performance with AUC and the H measure (Hand, 2009 ) which has been proposed as a more robust measure. We present results for the entire sample, and then split into the subsamples that do and do not have credit bureau records.
Benchmark models using only demographic and loan characteristics perform poorly (AUCs in the range of 0.50-0.58). As suggested by the single variable correlations, credit bureau information does not perform especially well in predicting repayment for this population (AUC 0.53-0.60). In contrast, models built on phone indicators are predictive, reaching AUCs of 0.70-0.76. This performance is also in the range of a sample of published AUC estimates for traditional credit scoring on traditional loans in more developed settings (0.67-0.79, within time estimates, shown in Appendix Table A) . Combining our indicators with information from the credit bureau slightly boosts max performance from 0.76 to 0.77, suggesting that the information gathered by the bureau is only slightly complementary to that collected by our approach. Out of sample performance is estimated using 5-fold cross validation, averaged over fold draws. AUC represents the area under the receiver operating characteristic curve; we also report the H measure (Hand, 2009 ). For last two columns, model is trained on all individuals except the omitted fold, and performance is reported for the given subsample within the omitted fold.
DISCUSSION
Mobile phone data quantifies nuanced aspects of behavior that are typically considered soft, making these behaviors 'hard' and legible to formal institutions (Berger & Udell, 2006) . Further, this data is already being captured. We expect that the method can assist with the provision of financial products to the poor in several ways.
Expanding lending to the unbanked
This paper studies individuals who are near the existing financial system-many subscribers have formal financial histories. We summarize the performance of our method by level of formalization in Figure   4 . The performance of credit bureau models deteriorates slightly as we move from individuals with rich financial histories (3 or more entities contributing reports to the bureau) to those with sparser histories. In contrast, our method achieves comparable performance across levels of formalization.
Figure 4: Performance by Level of Formalization
1*: either one entity reporting, or has a file at the credit bureau which may include previous activity but zero entities are currently reporting. Uses stepwise logistic regression. Model is trained on all individuals but the omitted fold and AUC is reported for the subset of individuals within the omitted fold with the given number of entities reporting to the credit bureau. The point shows the mean, and error bars standard deviation, of results from multiple fold draws.
Our approach can dramatically reduce the cost of screening individuals on the margins of the banking system. Current screening methods used in the developing world are costly, often relying on detailed interviews or peer groups, even for small loans. In contrast, our method can be implemented at extremely low cost, and can be executed anonymously over a mobile phone network. Thus it enables new forms of lending that do not require the full structure of current branch lending. Such implementations may reduce the cost of serving existing markets, but also make it profitable to serve consumers outside the current financial system. 
Implementation
This approach can be used to extend telecom-specific credit, within the firms that already possess the necessary data. Our partner firm is evaluating this model to extend the credit implicit in a postpaid plan.
However, many developing country households also find it difficult to save to purchase a handset or to maintain a consistent airtime balance. With a user's permission, a scoring model can be used to provide credit for purchase of a handset or airtime. 9 However, mobile money services which are increasingly popular in developing countries make it cheap to deliver a loan and collect payment. With regulatory approval, telecoms may connect to the banking sector, and offer loans to consumers. 10 Alternately, telecoms can package this data into a credit score that can be used by third parties, either through mobile banking platforms or an independent credit bureau. 11 A third implementation, a smartphone app, allows third parties to access usage data independently of telecom operators, and is being explored by several startups. 12 These apps ask for permission to view call history and other behavioral data, and can collect real-time data for a set period. Once data has been collected and an individual has been scored using this approach, mobile money can be used to provide credit and to collect repayment. Although smartphone use is growing even among the poor, this implementation misses current feature phone users.
Privacy
Privacy will be a key consideration in any implementation. As demonstrated in this paper, the scoring model can be estimated with anonymous data, by encrypting the identifier that links phone and lending data. However, to generate a prediction for a lending decision, the model must be run on that potential borrower's data. An implementation can be designed to mitigate privacy risks. It can be opt-in, so that only consumers who consent are scored with the system. 13 13 Potential borrowers who opt in may be differentially selected from the broader population, in which case a model estimated on anonymous data from the broader population may not be optimal for use in practice. After the system is operational, it can be periodically refit on outcomes from borrowers who opt in. (Thanks to an anonymous referee for this point).
summarizing default risk, rather than the underlying features describing behavior. Additionally, it can be restricted to use features that are less sensitive, such as top up behavior rather than the network structure of an individual's contacts.
Manipulation
Some indicators are 'gameable' in the sense that a subscriber may be able to manipulate their score if they knew the algorithm. The feasibility of manipulation depends on the complexity of the final model and the susceptibility of individual indicators to manipulation. Both dimensions of the model can be tailored to reduce the probability of manipulation. For example, it is preferable to use indicators that are less susceptible (e.g., manipulating spending or travel can be costly).
Stability Over Time
Our results are estimated out of sample within the same time period, but when implemented, a model trained on past data will be used to predict future repayment. While we lack a long panel, we perform a suggestive test of 'out of time' performance in the Appendix. We find that the performance of nearly all methods deteriorates, but in this sample of borrowers with thin financial histories our method continues to perform better than models relying on credit bureau data. (See Appendix Table B and surrounding discussion.)
If multiple users share each mobile phone account
In many developing countries, individuals share phones to lower expenses. When a phone account is shared among multiple people, this method will produce one score for the account. The method will still produce an unbiased predictor of the account owner's repayment if sharing practice does not differ between estimation and implementation. In that case, the method will capture both the behavior of phone owners as well as those they choose to share with (indeed the choice of who to share with may also correlate with repayment).
If each user has multiple mobile accounts
On the other hand, in competitive mobile markets each individual may use multiple accounts, to take advantage of in-network pricing across multiple networks. This practice is convenient with prepaid plans (with mainly marginal charges) on GSM phones (which allow SIM cards to be easily swapped or may have dual SIM card slots). When users split their call behavior across multiple networks, data gathered from a single operator will represent only a slice of their telephony. While this will make their data sparser, as long as the practice does not differ between estimation and implementation, it will not introduce biases into the method. If individuals use multiple accounts on a single handset (if the handset supports dual SIMs or users swap SIM cards), data gathered from that handset through an app could measure activity across all accounts.
CONCLUSION
This paper demonstrates a method to predict default among borrowers without formal financial histories, using behavioral patterns revealed by mobile phone usage. Our method is predictive of default in the middle income population we study, which tends to have thin or nonexistent credit bureau files. In this population our method performs better than credit bureau models. But our method can also score borrowers outside the formal financial system. While this paper is focused on predicting repayment, the type of data we use can reveal a much wider range of individual characteristics (Blumenstock et al., 2015) , and could conceivably be used to predict other outcomes of interest-such as lifetime customer value, or the social impact of a loan.
It has been widely acknowledged that mobile phones can enable low cost money transfers and savings in developing countries (Suri, Jack, & Stoker, 2012) . Our results suggest that nuances captured in the use of mobile phones themselves can alleviate information asymmetries, which forms the basis of new forms of low cost lending. These tools together enable a new ecosystem of digital financial services. AUC represents the area under the receiver operating characteristic curve. Each study presents AUC estimates from multiple specifications; to be conservative we present the best out of sample AUC for each sample. Because we select based on performance on the test dataset, these estimates will tend to overstate performance on independent samples. (Baesens et al., 2003) also reports results from publicly available Australian and German data sets, but the outcomes are not specified so they have been omitted.
APPENDIX

Stability Over Time
Our main results are estimated out of sample within the same time period, but when implemented, a model trained on past data will be used to predict future repayment. We test performance 'out of time' by constructing an offset version of the dataset in two steps. We split the sample of loans into two; the early group that took out a loan before the median date, and the late group after the median. Then, we evenly divide the phone data, into an early and late period, and construct offset versions of our indicators using only transactions occurring in that half of the data (up to the date of each loan). Because these offset indicators are constructed on a shorter panel, they capture less information than our full indicators.
To create a baseline comparison, we train a model on half of the offset dataset selected completely at random, without regard to timing, and test on the other half (2 fold cross validation). This shows the performance of the offset dataset, in a half sample split when the algorithm is trained on data from both time periods.
We then test performance when the algorithm is trained only the early period of data. We train the model on the early group, with phone indicators derived from the early period of phone data, and test it on the late group, with indicators derived from the late period of phone data. Results are presented in Table B .
All models apart from the complete credit bureau model (Random Forest) perform worse when tested on a different time period. Our method's AUC deteriorates from a baseline of 0.70-0.71 to 0.60-0.63 out of time, but continues to outperform models using credit bureau data (AUC 0.55-0.58). 14 Since our method picks up behaviors in high temporal frequency, it can be sensitive to temporal shocks spuriously correlated with repayment, and thus care must be taken to ensure it picks up relationships that are stable over time. We expect the out of time performance of our method to improve when trained on multiple cohorts (just as credit bureaus have evolved by observing default patterns over many cohorts). Both scenarios use phone indicators derived from only half of the data (the first half for early loans; the last half for late loans). The left columns show model performance when training and test are drawn evenly from the early and late periods. The right columns show out of time performance: model is estimated on the first half of loans and tested on the latter half. AUC represents the area under the receiver operating characteristic curve; we also report the H measure (Hand, 2009 ).
